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Privacy Law and Drones
George Orwell’s Nineteen Eighty-Four which was published by Eric Blair (a
British born writer) in 1949 describes a future in which “Big Brother” watches
a citizen’s every move, making privacy a thing of the past.
US Supreme Court Justice Sonia Sotomayor has voiced in Sept 2014 concerns
that, without sufficient protections, the age of unmanned drones and ubiquitous
surveillance will usher in an “Orwellian world.”
“That type of technology has to stimulate us to think about what is it that we
cherish in privacy and how far we want to protect it and from whom. Because
people think that it should be protected just against government intrusion, but I
don’t like the fact that someone I don’t know…can pick up, if they’re a private
citizen, one of these drones and fly it over my property.”

Privacy Law and Drones
A Drone or unmanned aerial vehicle (UAV), is an aircraft without a human pilot
aboard. The flight of drones may operate with various degrees of autonomy:
either under remote control by a human operator, or fully or intermittently
autonomously, by onboard computers. (Wikipedia)
Areas of use:
o
o
o
o
o
o
o
o

Exploration of inaccessible areas;
Scientific evaluations;
Aerial photography;
Law enforcement surveillance;
Parcel delivery;
Preservation and Agriculture
Other commercial uses;
Recreational.

The use of drones has become increasingly popular among law enforcement agencies,
in commerce and recreation.
One of the greatest concerns regarding the use of drones, is privacy violations, mainly:
- capturing of data inadvertently/purposefully
- abuse by law enforcement
The legality of privacy intrusions by drones is unclear. At present, there are no uniform
laws addressing this issue directly.
However, it seems doubtful that these concerns are strong enough to “prohibit the
assimilation of this incredibly powerful, highly sophisticated technology into the
national sphere.”

Most countries rely on existing privacy laws and attempt to apply them to
drones. However, this leaves many gaps and loopholes.
Ultimately the legal framework for the use of drones will come down to the
question:
What is the proper balance between the necessity of the government to
prevent crime, the growth of commerce, and the freedom to enjoy the
recreational use of drones on the one hand, and the need to preserve an
individual’s fundamental right to privacy on the other hand?

American Law and Drones
The Federal Aviation Administration (FAA) estimates that as many as 30,000 drones
will fill the nation's skies by 2020.
As it stands today, the law focuses mainly on air traffic safety, rather than on privacy
violations.
For example, commercial use of drones requires a special permit to be issued, however,
the law allows drones to be used for recreational purposes with no need for a permit.
There are no specific laws stipulating penalties for privacy violations achieved by the
use of drones and one is to look at related privacy tortuous laws.

In 2012 Congress directed the FAA to accelerate the integration of drones into
the national airspace system and to come up with comprehensive drone
regulations.
This has paved the way for the use of drones commercially and has made it
easier for government agencies to obtain them.
The FAA acknowledges that drones “present privacy concerns for many
Americans, and while the agency is constrained by its safety-oriented mandate,
it will require Test Site operators to comply with the Final Privacy
Requirements.”

In 2013 the Department of Justice released a report detailing several law
enforcement agencies’, somewhat extensive, use of drones.
The FBI confirmed that it had used drones in domestic operations ten times
between 2006-2013.
It seems all but inevitable that the role of drones in federal, state, and local law
enforcement surveillance will expand in the years to come.

The US constitution offers few privacy protections limiting law enforcement’s
use of drones to conduct surveillance in public.
It seems that information captured by drones fall within the Open Fields
Doctrine - in interpreting the Fourth Amendment the Supreme Court has stated
that "what a person knowingly exposes to the public, even in his own home or
office, is not a subject of Fourth Amendment protection”
However, many Americans, fearful for their rights to privacy, are influencing
their state legislators to establish statutory limitations on law enforcement
surveillance.

“Legislators in forty-six states have introduced almost 200 bills that relate to unmanned
aircraft” between 2011 to 2014.
For example, the State of Virginia passed a two-year temporary prohibition “on the use
of drones in criminal investigations.”
In Arizona and Montana, proposals are being crafted to “require police departments to
obtain search warrants before using drones to collect evidence.”
North Carolina introduced a temporary prohibition on government use of drones
requiring any government entity that wished to use a drone to get explicit approval
from the State's Chief Information Officer.

However, the vast majority of proposed legislation related to drones never
became law. Of more than the 200 bills introduced between 2011 and 2014, only
32 became law.
Legislators are attempting to incorporate the traditional remedy for Fourth
Amendment unreasonable searches into drone law:
- Thus the few bills that were passed by some states, prohibit information
illegally obtained by drones from use in a court of law.
- Ultimately, there is little national consensus about how the use of drones
should be regulated.

- In California, nervous celebrities may benefit from a law signed by Governor Jeff
Brown in Oct 2015:

- Similar privacy law in Wisconsin makes it illegal to photograph a “
” using a drone.

Among the existing laws that we should all consider when we discuss the use of drones to gather information are:

Intrusion Upon Seclusion: According to the Restatement of Torts, “[o]ne who intentionally
intrudes, physically or otherwise, upon the solitude or seclusion of another or his private affairs or
concerns, is subject to liability to the other for invasion of his privacy, if the intrusion would be
highly offensive to a reasonable person.” If a drone was to capture an image, audio or video of
individuals in their home, a court may well find that use to be “highly offensive.”
Public Disclosure of Private Facts: This tort imposes liability for the publication of private facts
about an individual, provided that publication was highly offensive to a reasonable person. In some
states, the plaintiff must also show that the facts disclosed were not newsworthy. This tort likely
would allow individuals to sue defendants who use drones to capture intimate details of their
personal lives. For instance, a plaintiff might be successful with a public disclosure claim if a
website operator used a drone to take a picture of the plaintiff showering at home.

Trespass: The Restatement of Torts recognizes that flight above another person’s land can constitute
trespass if “(a) it enters into the immediate reaches of the air space next to the land, and (b) it
interferes substantially with the other’s use and enjoyment of his land.” The Supreme Court has held
that flights above the minimal navigable airspace are on a “public highway” and cannot be the basis
for a trespass claim. But drones hovering at a closer distance to the land could prompt a successful
trespass lawsuit, provided that the landowner demonstrates that the drones interfered with the use
and enjoyment of the land.
Nuisance: Like trespass, the tort of nuisance protects an individual’s right to use and enjoy land. But
a plaintiff may bring a nuisance claim even without a tangible physical invasion. For instance,
courts have allowed nuisance claims arising from loud noises, dust and foul odors. Thus, if a drone
is hovering near—but not above—a person’s home, that person could bring a nuisance claim.

European Law on Drones
The use of drones in the EU is governed by the general European Aviation Safety Agency
(EASA).
European law on drones is quickly evolving, however, it is still in its early stages.
The EU has taken a strong pro-business approach whereby generally no operator certificate
is required for commercial use of drones, but they must comply with aviation safety rules.
Similar to the US, “regulation of drones within the European Union Member States is
sporadic.” Many Member States have enacted their own regulations and amended their
own Aviation Act.

The European Commission has argued for specific regulations of drones and their
use.
Concerned with the growing use of drone technology by individuals, corporations,
and surveillance agencies, the European Commission is considering a tough new
privacy and data protection standard for use of drones.
In 2015 the Article 29 Data Protection Working Party (WP29) (composed of a representative
from each EU Member State, the European Data Protection Supervisor and a representative of the EU

published an opinion concerning data and privacy protection issues
relating to the use of drones addressing both the national and EU legislators.
Commission)

The opinion recommended the introduction of no-fly zones, maps to inform drone
users about the designated private areas, and data protection aspects.
In addition, it was recommended that drone manufacturers: involve a Data
Production Officer in the design, make drones as visible as possible, and adopt
codes of conduct containing sanctions for privacy violations.
Recommendations for the use of personal data collected by drones for law
enforcement purposes were also set out. In particular, law enforcement should not
allow for constant tracking of individuals.

The European advisory body considers the use of drones by law enforcement
dangerous. “Police services should make sure that the use of drones directly
operated by them is necessary and has a valid legal basis."
At the Riga Conference in March of 2015, the European Aviation Community
agreed on principles to guide the drone regulatory framework in Europe.
It was agreed that privacy and the protection of personal data should be guaranteed.
In September 2015, the European Parliament's Transport and Tourism Committee
adopted a report on the safe use of drones. Emphasis was placed on safety, privacy,
security and data protection.

The European Data Protection Supervisor has called for inclusion of a
privacy notice with each drone as well as using tools such as automatic
masking of private areas and people that are accidentally photographed or
filmed.
In the UK, according to a legal opinion submitted to the Home Office back
in 2014, the use of surveillance drones by the British Government and the
retention or use of surveillance data captured by drones was probably illegal
under UK laws. However, the CCTV Code of Practice was recently changed
and it remains to be seen how this will be implemented with relation to
protection of one’s privacy.

Australian Law and Drones
In 2002, for the first time in the world, a legislator enacted rules governing the use
of drones.
These rules were primarily concerned with the safe operation of drones.
Similar to the US, Australian law concludes that drones “fly in airspace in which a
landowner has no greater rights than any other member of the public, including the
operator of the drone.”
The Australian Law Reform Commission has recommended the enactment of a
statutory cause of action against drone operators who violate personal privacy.

Currently, only some territories in Australia address the use of drones and the
communication or publication of recordings collected by drones. However,
once again, the approaches taken in these territories are not uniform.
These various regimes require that personal information must not be collected
by unlawful means and not in an unreasonably intrusive way.
However, none of the current regimes apply where the operator of the drone is a
private individual.

Japanese Law and Drones
Current Japanese law seems to be focused more on safety regulations than on
privacy and data protection.
However, some provisions can be construed as protecting privacy:
-

The Aviation Act of 2015 prohibits flying drones over residential areas
without permission from the Minister of Land, Infrastructure and
Transportation.

-

The Act also requires maintaining a distance of 30 meters from people,
buildings and vehicles.

Summation
In the next few years we will witness a rapid proliferation of drone laws around the world re the
increase in drone usage as well as their price dropdown. Some laws will certainly be anti-drone
laws. Such laws will continue to be proposed (but not always enacted) by legislators driven largely
by privacy fears, not by the potential danger of injuries from drone accidents.
Although drone usage infringes on privacy protections I think there will be very few court
challenges initially. That is because the use of drones is mainly by hobbyists and small businesses,
and most people that may have their privacy violated generally don’t have the financial resources to
fund litigation.
Legal challenges will eventually be brought as larger drones come into use by Fortune companies.
They will have the incentives and the necessary deep pockets to fund litigation against each other,
and private people will certainly challenge such entities.
I don’t expect legislators around the world, who generally work very slowly, to outrun the fast
changing technology, as we can also see with respect to automated driven cars etc.
As to privacy, well we all hold devices and use applications that know where we are, where we are
heading to, who we connect and speak with and much more. We have all been watched by CCTV
and probably satellites for a long time, we are scanned by cameras in every public place. Therefore I
am of the opinion that we cannot expect much privacy in the years to come and drones are only a
small portion of such invasion.

Innovation
Sport - https://youtu.be/-M8BGPdXN7c
Catch -https://youtu.be/RKvf_gpVVU4
Art - https://youtu.be/CP-fBvcUAls
Selfies - https://youtu.be/LmGcNiQtFKo
Music - https://youtu.be/zugOkL2v9u4
Innovative crime - https://youtu.be/uS1C9ro7cF4
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