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Data isn´t the new oil – it´s the new nuclear power

“Technology has transformed both the economy and social life and should
further facilitate the free flow of personal data within the Union and the transfer
to third countries and international organizations, while ensuring a high level of
the protection of personal data.”
Extract from item (6), Regulation (EU) 2016/679 of the European Parliament
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Data protection compliance
• Time of digitalization and increasing networking, big data applications, smart phones, smart
homes or intelligent cars
• Personal data is valuable, and the value increases with the progress of technology
• Through processing of user data and analysis of user behavior, products or services can be
offered in a more targeted manner - whether by private companies or public authorities

• Processing and analysis of personal data involves a risk for the individual - often
underestimated (current processing of Covid19 data)
• Through scandalous cases of misuse, such as Tiger Lacke, ÖBB or, in Germany, Deutsche
Telekom, natural persons and companies have been sensitized to data protection
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Data protection compliance
• Data protection law and the information security interface are an omnipresent compliance risk
with many legal issues
• Compliance in data protection reached an important position on the executive management
agenda when it comes to acting in compliance with the law
• In 1978 the first data protection law was installed in Austria - one of the first data protection laws
worldwide - one of the first European states with its own authority for data protection
• Directive 95/46/EC (Data Protection Directive) has been transposed into national law and was
substantially amended in 2005 and 2013 respectively.
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Personal Data - GDPR
The GDPR has two main goals:
1. to unify the data privacy laws throughout the EU, and
2. strengthen the rights of the European citizens in regard to protecting their own personal
information.
• The central term is "personal data“ – any information relating to an identified or identifiable
natural person = data subject; one who can be identified, directly or indirectly (Article 4)

• Among the personal data, 'sensitive data' should be highlighted. The category of sensitive data
is that of data requiring special protection, such as data concerning racial or ethnic origin,
political opinions, religious beliefs, health or sexual orientation.
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Principles
✓ Lawful, fair and transparent processing (legal basis e.g. by consent, otherwise purpose compatibility)
✓ Purpose limitation (data not further processed in a manner that is incompatible with the initial purposes)
✓ Data minimization (limited to what is necessary in relation to initial purposes)

✓ Accuracy (data updated and corrected where necessary)
✓ Storage limitation (data kept in a form which permits identification of data subjects for no longer than is
necessary)
✓ Integrity and confidentiality (protection against unlawful processing, accidental loss, destruction or
damage)

✓ Accountability (controller and processor shall be able to demonstrate compliance with previous points)
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What types of processing exists?
• Processing: any operation performed on personal data whether or not by automated means
e.g. collection, recording, organization, structuring, storage, alteration, retrieval, consultation,
use, disclosure by transmission, dissemination, combination, restriction, erasure or destruction.
• Pseudonymous data: the processing of personal data in such a manner that the personal data
can no longer be attributed to a person without the use of additional information kept separately
and secured by means of technical and organizational measures. Pseudonymized data are still
personal data subjected to GDPR.
• Anonymous data: information which does not relate to an identifiable natural person or to
personal data rendered anonymous in such a manner that the data subject is not or no longer
identifiable. GDPR does not concern the processing of such anonymous information, including
for statistical or research purposes.
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What actors or roles are involved?
• Data Controller: the person, authority, or other body which, alone or jointly, determines the
purposes and means (the why and how) of the processing of personal data.
• Data Processor: a person, authority, or other body which is responsible for processing
personal data on behalf of the controller (e.g. any third party contracted that can access
personal data - exclusively within the limits of the contract and bound by the instructions)
• Joint Data Controller: in a group of companies, there is a common database for managing
customer data – the parties must conclude an agreement in accordance with Article 26,
specifying which of them fulfils which obligations.
• Data Protection Officer (DPO): a staff member or a professional on the basis of a service
contract who has expert knowledge of data protection law and practices.
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Does every company need a DPO?
Controllers and processors – in Austria, this may vary within the EU – are free to appoint a DPO except for:

• Public authorities (with some minor exceptions);
• Any organization whose core activities require:

•

o

“regular and systematic monitoring” of data subjects “on a large scale” e.g. for credit scoring, fraud
prevention or for the setting of insurance premiums; location tracking; fitness and health data tracking;
processing by connected devices (smart meters, smart cars etc); and data-driven marketing activities
(i.e. big data); or

o

“large scale” processing of special categories of data or criminal convictions and offences e.g. a bank
or insurance company processing customer data; processing of an international fast food chain’s
customer geo-location data in real time for statistical purposes by a specialist processor; and

Those obliged to do so by national law (countries such as Germany are likely to fall into this category)
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When is it legal to process personal data?
The principle of prohibition with reservation of permission – unless a data subject has provided informed consent to
data processing for one or more purposes, personal data may not be processed unless there is at least one (other)
legal basis to do so.
Article 6 states the lawful purposes are:
1. If the data subject has given consent to the processing of their personal data;
2. To fulfill contractual obligations with a data subject, or for tasks at the request of a data subject who is in the
process of entering into a contract;
3. To comply with a data controller's legal obligations;
4. To protect the vital interests of a data subject or another individual;
5. To perform a task in the public interest or as a competent official authority;
6. For the legitimate interests of a data controller or a third party, unless these interests are overridden by interests
of the data subject or their rights according to the Charter of Fundamental Rights (especially in the case of
minors).
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How shall the consent to data processing be given?
The consent of the person concerned is only required if no other legal basis is applicable.
When obtaining consent for data processing, the following aspects shall be considered in each case:
a)
b)
c)
d)
e)
f)
g)
h)

obtained prior to the collection and use of the data (subsequent legitimation is not possible);
clearly recognisable - shall stand out from the rest of the text (integration into the GTC or contract is not
permitted);
in an informed manner (include the purpose of the processing, the recipients of the processing, the right of
withdrawal and the consequences);
consent shall be voluntary (not entail any disadvantage; it may be revoked at any time and in a simple manner);
by means of active action by the person concerned (pre-selected box or consent by omission does not comply
with the GDPR);
consent shall be verifiable by the responsible person (documentation of obtaining the consent)
consent of minors requires special caution
Prohibition of linkage - consent to data processing which is not necessary for the fulfilment of the contract
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What rights do data subjects have?
Data controllers need to respect the 8 rights of users under the GDPR:
The right to:
1.
2.
3.
4.
5.
6.
7.
8.

be informed (nature and extent, duration, purpose and legal basis of the processing,
contact details of the processor and legal remedies)
access their data
correction of their data
erasure of their data (“the right to be forgotten”)
restrict or block data processing
make their data portable
object to having their data processed
be protected from automated decision making processes
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Profiling and automated decision-taking?
• Profiling analyses aspects of an individual’s personality, behaviour, interests and habits to make predictions or
decisions about them.
• Automated decision-making is the process of making a decision by automated means without any human
involvement. These decisions can be based on factual data, as well as on digitally created profiles or inferred data.
Examples of this include: an online decision to award a loan; and an aptitude test used for recruitment which uses
pre-programmed algorithms and criteria.

Where the decision is:
o necessary for the entry into or performance of a contract; or
o authorised by Union or Member State law applicable to the controller; or
o based on the individual’s explicit consent

then automated processing can be used.
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What to do in case of a data protection incident (Data Breach)?
Any breach of the protection of personal data that results in the destruction, loss, alteration, unauthorized
disclosure or access of data.
❖ Loss or theft of company laptops or mobile phones, loss of records or documents, the careless disposal of documents in
paper recycling bins, cyber attacks (detailed presentation by Timm W. Schowalter of Sandberg Phoenix & von Gontard
P.C. to follow in this webinar) or the transmission of an e-mail containing personal data to the wrong recipient.

• Notify authorities within 72 hours of discovery
o describe breach (what, when, data subjects, etc.)
o contacts
o likely consequences
o measures taken/proposed, including mitigating measures
• Document incident

• Communicate breach to data subjects (exceptions)
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What are technical and organizational measures (TOMs)?
TOMs are measures that minimize the risk in handling the data and create an appropriate security level
•

Pseudonymization and encryption of personal data

•

Capability, confidentiality, integrity, availability and resilience of systems and services in connection
o with the processing on a permanent basis, and
o rapidly restore access in the event of a physical or technical incident

•

Procedures for periodically reviewing, assessing and evaluating the effectiveness of the TOMs to ensure safety

The following TOMs are particularly helpful:
•

access control, alarm systems, installation of video systems

•

passwords, firewalls, encryption technologies, data protection compliant document destruction

•

logging of the data processing systems

•

emergency and disaster plans

GGI SIG Corporate Governance & Compliance

What does Privacy by Design and Privacy by Default mean?
"privacy by design" – through the use of appropriate technical and organizational settings and "privacy by default" -

through data protection – friendly default settings:
• the data subjects shall be able to have confidence that the basic data protection requirements are respected from
the first use.

There are 7 key principles compliance should respect:
1.
2.
3.
4.
5.
6.
7.

Embed privacy into design
Proactively prevent breach rather than just react
Valuing privacy is the default setting
Full lifecycle protection
Be transparent with users
Avoid false dichotomies, like privacy vs. revenue
Taking a user-centric approach
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What is employment data protection?
Companies as employers inevitably process employee data - employees must be fully informed about all processing of their
personal data. It is advisable to draw up a separate data protection declaration (privacy policy) for employees, in which all
processing operations are collected:
•

Payroll accounting – on the basis of the employment relationship

•

Forwarding of data to social security institutions – due to legal obligations

•

Logging of access systems, administration of users – based on legitimate interests

•

Publication of dates of birth in the company – based on the consent of the respective employee

•

Health data – sensitive data!

•

Use of pictures for website, brochures, etc.

Recommendation for GDPR in HR:
✓ hand over the privacy policy already during the onboarding process

✓ collect only those personal data that are necessary during the application process (standardized application forms)
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GDPR to be complied in the use of social media?
By the use of social media such as LinkdIn, Instagram, Twitter or Facebook, personal data is processed basically carried out by the provider himself.
If a company operates a social media fan page or is actively involved on social platforms, the relevant data
protection regulations shall be complied with:

• to include corresponding processing in the processing directory
• compliance with data protection principles
• note/document legal basis
• observe information obligations towards the data subject
• conclude agreement on shared responsibility if necessary (ECJ C-210/16 - “Facebook Fan Page” case)
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What is data protection impact assessment (DPIAs)?
Any processing of personal data constitutes an encroachment on the fundamental right to data protection of the data
subjects and is therefore associated with a certain risk.
If the processing involves a high risk to the freedoms of the data subjects, the GDPR requires a data protection impact
assessment to be carried out – determination by means of a threshold analysis.

The following criteria shall be taken into account in the assessment (in case two or more apply a DPIA is obligatory):
Processing
•
•
•
•
•
•
•
•

involves carrying out an evaluation or classification of data subjects (profiling)
takes place by means of automated decision-making (exclusion or discrimination)
involves systematic monitoring of publicly accessible areas or data collected through networks
of confidential or highly personal data (sensitive or criminal data)
is carried out on a large scale (volume of data, number of data subjects, geographical scope)
involves combining, matching or merging data sets beyond the expectations of the data subjects
of data relating to persons in need of special protection (minors) new technologies are used
is likely to prevent data subjects from exercising their rights
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In the event of non-compliance with GDPR,
what sanctions will be imposed?
• Supervisory authorities may impose significant administrative fines on both data controllers and data
processors.
• Fines may be imposed instead of or in addition to measures that may be ordered by supervisory authorities.
They may be imposed for a wide range of violations, including purely procedural violations.

• Administrative fines are discretionary rather than mandatory; they must be imposed on a case by case basis
and must be “effective, proportionate and dissuasive”.
• There are two tiers of administrative fines:
o Some violations will be subject to administrative fines of up to €10,000,000 or, in the case of
undertakings, 2% of global turnover, whichever is the higher.
o Others will be subject to administrative fines of up to €20,000,000 or, in the case of undertakings,
4% of global turnover, whichever is the higher.
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TOP-5 of fines, facts

❖ British Airways – UK

€ 204 600 000, not final

❖ Marriot International, Inc - UK

€ 110 390 200, not final

❖ Google Inc. - France

€ 50 000 000

❖ National Revenue Agency - Bulgaria

€ 2 600 000

❖ Morele.net - Poland

€ 644 780
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TOP-5 of fines, facts
❖ British Airways (UK)

500 000 customers were compromised

❖ Marriot International, Inc (UK)

data breach notified to the ICO in Nov 2018. 339 million guest records
globally were exposed by the incident.

❖ Google Inc. (France)

The complaints concerned the creation of a Google account during the
configuration of a mobile phone using the Android operating system. The
obtained consents had not been given “specific” and not “unambiguous”

❖ National Revenue Agency (BLG)

Data of 6.074.140 persons were publicly available, including contact data
along with financial declarations and income data

❖ Morele.net (Poland)

Operations of internet store, 2 incidents, data breach and few services
compromised, data of 2.200.000 customers were possibly exposed, some
clients received SMS informing them that an additional fee of 1 PLN was
required to complete the order. Link to a fake DotPay electronic payment
gateway.
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Other cases

❖ Data processor in Poland

219 538 Euro

processed data from public sources for
commercial purpose without consent and
proper information

❖ School in Skellefteä, Sweden 18 630 Euro

consent obtained from students was not valid
legal basis given the clear imbalance between
the data subject and the controller

❖ Telecom in Bulgaria

27 100 Euro

repeated registration of prepaid services
without the knowledge and consent of the
data subject

❖ Merchant in Belgium

10 000 Euro

wanted to use eID to create a customer card

2 000 Euro

sent several e-mails with open mailing list
(CC, not BCC)

❖ Private person in Germany
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Transfer of personal data to third countries
• Transfers of personal data to recipients in “third countries” (i.e. outside of the EEA”) continue to be regulated and
restricted in certain circumstances.
• “Adequacy decision” made by EU Commission for third countries (EEA countries, Argentina, Israel, Canada, New
Zealand, Switzerland, Japan, etc.) applicable to all member states, no prior assessment or specific authorization
needed; e. g. US – “Privacy Shield”.
• Standard data protection clauses - published by the EU Commission
• Individual authorization by supervisory authority - specific contractual clauses agreed between the controller or
processor and the controller, processor or recipient of the personal data in the third country or international
organization may be authorized.
• The data are required by contract, i.e. need to perform the contract in the interest of data subjects
• To assert, exercise or defend legal claims; explicit consent to protect vital interest of data subject;
• Appropriate safeguards - Approved codes of conduct - Binding corporate rules
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BREXIT
• At the end of 31 January 2020, the United Kingdom will leave the EU.
• The withdrawal is regulated in the withdrawal agreement, which also contains provisions on the
processing of personal data.

• In specific terms, this means that the GDPR will continue to apply in the United Kingdom until the
end of the transitional period (this period ends on 31 December 2020 unless extended in time).
Unless the EU Commission grants an “adequacy decision”, the UK will become a third country at
the end of the Brexit transition period which will require alternative safeguards such as Standard
Contractual Clauses to be put in place to address data transfers from the EEA to the UK
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Contact information
Dr. Peter Wagesreiter, LL.M. (UPenn)
Global Co-Chair
Hasberger_Seitz & Partner
Rechtsanwälte GmbH
A - 1010 Wien, Gonzagagasse 4
T +43 1 533 0 533 - 415
F +43 1 533 0 533 – 33
wagesreiter@hsp-law.at
www.hsp-law.at

Francisko de la Torre Cuéllar
Regional Chairperson Latin America
INTEGROUP, Tax, Legal & Audit
Torre Value, Av. José Maria Vigil 2735
4° piso Col. Lomas de Guevara
44620 Guadalajara, Jalisco. México

Tel/Fax: 52(33) 3615 7815
fdelatorre@integroup.com.mx
www.integroup.com.mx
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Anthony Soukenik
Global Co-Chair
Sandberg Phoenix & Von Gontard P.C.
600 Washington Ave., 15th Floor
St. Louis, MO 63101

Cell: 314.401.8000 Direct: 314.446.4279
Fax: 314.725.5754
asoukenik@sandbergphoenix.com
http://www.sandbergphoenix.com

Thank you very
much for your
attention.

We hope to see you again soon in our
next Webinar!

